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Abstract
Managed-service providers often ask Level-1 technicians to stage FortiGate firewalls under tight change

windows. In practice, first-boot turn-up is slowed by repeated laptop tethering, reconfiguring the admin

PC onto the factory management subnet, and other setup friction before a vetted baseline can be applied.

FortressFlash addresses this usability gap with a self-contained, Raspberry Pi Pico–based appliance

that lets L1 staff deliver a pre-vetted, version-controlled baseline configuration over UART—without

a laptop—while embedding hardware-rooted security. The current prototype couples a Waveshare

RP2040-Plus, capacitive-touch display, and microSD storage with modular MicroPython firmware.

Security primitives—planned for migration to Raspberry Pi Pico 2 W—include signed/attested boot,

OTP-sealed keys, and SHA-256 integrity checks.

A pragmatic three-phase methodology guided development: rapid hardware familiarization, itera-

tive firmware prototyping, and STRIDE-aligned threat modeling. Bench trials on FortiGate 60E units

validate stable console-session establishment (20/20 successful logins without resets), authenticated

CLI interaction, SD-backed profile selection, and live scroll logging. At submission time, integra-

tion of the end-to-end automated first-boot push is not yet complete; the evaluation therefore reports

component-level behavior and documents the dispatcher design intended to enable fast, repeatable

deployment once integrated.

Threat analysis motivates PIN-gated access, file-level encryption of removable media, console-only

service accounts, and optional device–firewall binding to mitigate spoofing, tampering, and credential-

exposure risks. A near-term roadmap details configuration signing, attested boot/firmware, and role-

based access. Beyond its academic contribution, FortressFlash’s portable, zero-laptop workflow

and planned cryptographic safeguards are designed with regulatory frameworks such as NIST 800-

171/CMMC in mind. The underlying architecture remains vendor-agnostic, and its UART-driven

approach can be extended to other CLI-centric platforms that share similar staging challenges.

In sum, this thesis documents the design, partial implementation, and security analysis of a

field-oriented tool intended to turn error-prone, laptop-dependent staging into a repeatable, auditable

process—while charting a clear path to multi-vendor expansion.

Keywords: Fortinet, FortiGate, firewall configuration, CLI automation, Raspberry Pi Pico, UART,

MicroPython, STRIDE threat modeling, secure boot, CMMC, embedded systems security, managed

service providers (MSP)
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Chapter 1: Introduction

1.1 Background and Motivation

Initial Experience in FortiGate Deployment. I was �rst introduced to the FortiGate platform in

spring 2023 while working as a project engineer for a managed service provider (MSP) in Minnesota

that o�ered IT support and cybersecurity services to small and medium-sized enterprises (SMEs). As a

Fortinet partner, the company standardized on FortiGate appliances across all client networks. My role

involved deploying new devices during customer onboarding by following internal documentation to

apply a base con�guration and adapt it to each client's network. After gaining con�dence with features

like intrusion detection (IDS), DNS �ltering, and SSL VPNs, I was assigned a more advanced setup:

con�guring SSL VPN access via FortiClient with Azure Entra ID authentication and multi-factor

login using Microsoft Authenticator.

Most con�gurations were handled through the GUI, but key steps in Microsoft and Fortinet

documentation often required command-line interface (CLI) commands|some buried deep in the

interface, others unavailable outside the terminal. With so many features and options, the CLI often

proved faster and more precise, especially for tasks like setting SAML URLs and group mappings.

While I initially preferred the GUI as I learned the platform, I quickly saw that mastering the CLI

would boost both e�ciency and understanding. That became clear when I learned how to transfer

con�gs between devices by copying CLI blocks from one �le into another and loading them directly.

FortiLab and Multi-VLAN Testing. To sharpen my FortiGate skills|and give our help-desk a

safe playground|I scavenged a decommissioned Netgear GS724TP switch and three spare FortiGate

appliances to build \FortiLab" (Figure 1.1). Each �rewall sat on its own tagged VLAN, with WAN

links back to the o�ce network, letting us 
ash di�erent �rmware versions and hardware models in

complete isolation.1

The lab's sandboxed topology meant we could rehearse upgrade paths and experiment with policy

sets without risking production. Documenting the wiring, VLAN plan, and backup con�gurations in

the company's con�guration management database (CMDB)|and labeling every port|sharpened

my network-design discipline and left a reusable test bed the team still relies on today.

1Admittedly, the VLANs weren't strictly necessary|each FortiGate had spare ports. But the extra complexity made
things more interesting, and gave me an excuse to laminate a port mapping table.

1



Figure 1.1: \FortiLab" | three stacked FortiGate �rewalls linked to a Netgear GS724TP switch, each
on its own VLAN for safe experimentation.

ICS Pentesting Lab. During the second semester of the Cyberus program, while studying in Lorient,

France, I participated in a group project focused on industrial control system (ICS) security. Our task

was to demonstrate practical pentesting techniques within a simulated operational technology (OT)

environment. I led the lab design and implementation as part of a group assignment, documented

in our internal ICS/OT pentesting report.2 Naturally, I incorporated the FortiGate �rewall that my

employer had provided for hands-on practice.

The lab environment combined a Raspberry Pi 2 B+ running OpenPLC, a breadboard circuit

simulating digital I/O, and the FortiGate 60E acting as a network gateway and security perimeter.

The OpenPLC was programmed with ladder logic to control LEDs and receive inputs from physical

buttons, mimicking basic industrial processes. This hands-on project deepened my understanding of

microcontroller integration in OT networks and re-ignited my interest in small-form-factor hardware

(Figure 1.2).

Deploying FortiGate in FIPS-CC Mode. Following the ICS/OT pentesting experience, I returned

to Minnesota for a summer internship that focused on helping a client prepare for the Level 2

Cybersecurity Maturity Model Certi�cation (CMMC). Although the project primarily addressed

2Available athttps://cyberus.lu/reports/Karels_ICS-Pentest_Cyberus_2024.pdf . See also [1].
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Figure 1.2: ICS/OT pentesting lab setup, featuring a Raspberry Pi 2 B+running OpenPLC, breadboard
with I/O circuit, and a FortiGate �rewall for segmentation and perimeter security.

broader compliance topics, my �nal assignment required directly working with FortiGate �rewalls in

a CLI-only environment. The task involved cloning a con�guration from a standard device onto a

new unit running the FIPS-CC validated �rmware, which enforces command-line usage by design and

disables the graphical interface during writing of the new �rmware.

This hands-on experience not only deepened my understanding of FortiGate's CLI structure and

constraints, but also highlighted the operational challenges faced by small teams when deploying

secure con�gurations under regulatory frameworks like CMMC. The concept for a portable CLI

automation device began to take shape during this phase, inspired by the desire to streamline such

deployments in resource-constrained environments.

During this period I also completed both the Fortinet Certi�ed Fundamentals (FCF) and Fortinet

Certi�ed Associate (FCA) certi�cations, which cover core principles of network security and foun-

dational skills for con�guring and managing FortiGate devices.3 A copy of the earned certi�cates,

along with con�guration tasks, the original proposal, and additional project notes, are included in the

�nal internship report.4

3Completing both certi�cations quali�ed me to receive a FortiGate 70F appliance bundled with a one-year subscription
to Fortinet's security services (e.g., FortiGuard updates, support, and licensing) through their promotional program | a
generous o�er that, despite my enthusiastic compliance, mysteriously never materialized.

4Available athttps://cyberus.lu/reports/Karels_CMMC-Internship_Cyberus_2024.pdf . See also [2].
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Automating FortiGate Setup over Serial. While working on CMMC-related tasks during my

internship, I simultaneously began experimenting with serial communication to the FortiGate using

a USB console cable. What began as a simple Python script|logging into the CLI, issuing basic

commands, and printing the output|quickly evolved into more advanced automation. I developed

additional scripts to enable or disable GUI access via HTTPS on the WAN port and to modify

LAN/WAN IP settings. These small utilities made initial con�guration easier by avoiding the need to

manually recon�gure a workstation's NIC to match the �rewall's default IP range.

As noted earlier, deploying new FortiGate devices involved following a standardized base con�g-

uration. While this responsibility usually fell to Project Technicians, there were frequent situations

where Helpdesk sta� could have bene�ted from the ability to perform the task themselves. Unfortu-

nately, due to limited experience with the devices, this responsibility was rarely delegated|despite

the organization's need to more e�ciently distribute onboarding tasks.

With this challenge in mind, I aimed to leverage the serial connection to automate deployment of

the base con�guration using Python. The idea was simple: Helpdesk sta� could unbox a new device,

plug in the console cable, run a script, and have the base con�guration applied automatically. Any

unique values|such as licensing credentials or client-speci�c settings|could then be veri�ed and

adjusted via the GUI. I also introduced interactive prompts to collect dynamic values like the hostname

and IP addresses, with the goal of gradually expanding this capability to support more 
exible and

parameterized deployments.

Exploring MCU Options for Serial Control. Following my experiments using Python to interface

with the FortiGate over a console cable|and still inspired by the ICS OpenPLC demonstration|I

began exploring a variety of microcontroller unit (MCU) platforms. Initially revisiting the ICS lab,

I rebuilt the breadboard created in the University's lab using personally owned components. I then

transitioned to a TinkerKit LCD unit based on the Arduino Leonardo, with the basic goal of re-

familiarizing myself with the hardware and the Arduino C environment. Early experiments included

output to LCD screens, reading sensor data, button input, and controlling LEDs. These quickly

evolved to include Ethernet shields and the development of simple web servers capable of reading and

writing data over TCP/IP to interact with connected peripherals.5

Building on my initial success communicating with the FortiGate using Python and a console

cable, I wanted to explore whether similar functionality could be achieved using a microcontroller.

With several platforms already in possession|and an eagerness to expand my options|I acquired

additional development boards to evaluate their suitability for the task (Figure 1.3; see also Section 2.2,

5Examples included reading temperature sensors, toggling LEDs, and triggering a PowerShell script (source code at
https://github.com/aku762/listenlock ) to remotely lock my workstation via a network-connected button.
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Candidate MCU Platforms and Selection for a detailed comparison).6

The result of this exploration culminates in this project's deliverable: a purpose-built prototype

initially nicknamed theFortiProgrammer7 during early testing, but ultimately branded asFortress-

Flash to establish its product identity. The device is introduced brie
y below and described in full

detail in Chapter 2, Hardware Design.

Figure 1.3: Early prototyping chaos: various MCUs and serial experiments in progress. From left to
right: Arduino Mega, Raspberry Pi 2 B+, Raspberry Pi Pico W, and a TinkerKit LCD module based
on the Arduino Leonardo architecture.

Entrepreneurial Case Study In
uence. During the third semester of the Cyberus program, while

attending in-person courses in Luxembourg, our cohort participated in an entrepreneurship course

taught by Prof. Christian Fisch. One of the assigned case studies8 focused on Fortinet and its

co-founder and CEO, Ken Xie [3]. The study explored Xie's decision to resist market pressure

from analysts encouraging a shift toward cloud-�rst messaging and splashy marketing. Instead, he

remained committed to a hardware-centric strategy, emphasizing Fortinet's long-term investment

in ASIC development and product integration. The hardware-�rst strategy described in the case

6I may have immediately gone to MicroCenter and impulse-bought half the microcontroller aisle.
7FortiProgrammerwas an informal name used during early prototyping. It is not a�liated with or endorsed by Fortinet,

Inc. Normally I'd worry about trademark issues, but given their usual lack of response, I felt pretty safe. The �nal product
nameFortressFlashis discussed in Chapter 6, Prototype to Product, as part of the branding process.

8Fortinet Leadership Case Study, shared in Cyberus Entrepreneurship Course (Fall 2024).
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paralleled theFortiProgrammerprototype's architecture, which prioritized direct serial access and

physical control over con�guration work
ows. This perspective reinforced Fortinet's relevance|not

only as the technology I had been working with extensively, but also as a model of focused, long-term

design philosophy.

Project Realignment and Scope Re�nement. The original internship, scheduled for my return to

Minnesota, was supposed to revolve around developing a custom security-data dashboard for my former

employer. However, a company merger soon consumed the very managers who had committed to

mentor the project. With no supervisor available and key decisions|such as the choice of monitoring

tools|still frozen by re-organization, the dashboard concept stalled.

Rather than wait for corporate alignment, I redirected my thesis focus to a topic that had been

a recurring theme over the past two years: e�cient FortiGate CLI administration. In consultation

with Prof. Tegawend�e Bissyand�e, I presented theFortiProgrammerprototype|an embedded, self-

contained tool for pushing standardized con�gurations over the FortiGate console port|as a new

research focus. The faculty approved this pivot, and because I already owned the necessary hardware,

I stepped-away from the organization and continued the thesis as an independent, self-directed e�ort.

Early drafts of the proposal had included an ambitious natural-language{to-command-line

(NLP� CLI) module, but expanding the scope to full language processing would have derailed

the already tight development timeline. Consequently, NLP has been reframed as future work (see

Section 7.6, Intent-Based Networking): the present thesis concentrates on the practical design, imple-

mentation, and evaluation of a secure hardware{software stack, while reserving NLP-based command

generation for future exploration.

1.2 Problem Statement

Across the small-to-medium-enterprise (SME) sector, �rewalls are rarely deployed by dedicated

network engineers. Managed service providers (MSPs) must bring up dozens of client sites, each with

its own topology, change window, and compliance rules. The business pressure is simple:onboard the

new box tonight; billable tra�c must 
ow tomorrow at 08:00. In that setting, any mis-typed CLI 
ag

or missed �rmware step is not just an inconvenience|it is downtime, SLA penalties, and reputational

damage.

FortiGate appliances are popular precisely because their GUI lowers the entry barrier for routine

tasks, yet the platform's most powerful features|custom SAML endpoints, FIPS-CC 
ash images,

granular policy objects|still surface only through the command-line interface (CLI). Those com-

mands are peculiar enough that even senior technicians keep a cheat sheet on a second monitor.
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Worse, �rst-boot work
ows occurout-of-bandon the serial console, making them invisible to remote-

management platforms that MSPs rely on for audit trails and script automation.

Operational pain points

1. Error-prone: A single syntax typo can drop VPN tunnels or expose default services.

2. Inconsistent: Step fatigue produces con�guration drift, complicating long-term maintenance.

3. Opaque: Serial sessions leave no logs in remote monitoring and management (RMM) tools,

hampering compliance under frameworks such as CMMC.

Security compliance gap{ NIST 800-171 controls enforced via CMMC now require MSPs to

prove that cryptographic modules (e.g., FIPS-CC �rmware) load correctly, that default passwords are

rotated, and that no credentials linger on removable media. A throw-away serial script on a help-desk

laptop does not satisfy those controls; a signed-boot microcontroller with one-time-programmable

(OTP) stored keys can.

Research challenge. Can aportable, microcontroller-driven applianceinject a cryptographically

veri�ed baseline con�guration over the console port|quickly, repeatably, securely|while remaining

usable by junior technicians?

1.3 Objectives and Scope

Primary Objectives. This thesis documents the design and evaluation of a self-contained, microcontroller-

based tool that prepares FortiGate devices for �rst use over the serial console. Concretely, the work

aims to:

ˆ Design and assemble a working hardware prototype (Waveshare RP2040-Plus + ResTouch LCD

+ MAX3232 + microSD) capable of stable UART console I/O with FortiGate devices.9

ˆ Implement a minimal, �eld-oriented �rmware stack in MicroPython that provides: (i) on-

device UI for pro�le selection, (ii) SD-card pro�le discovery, (iii) a console login routine with

bounded retry logic, and (iv) a serial dispatch pipeline in progress for con�guration lines with

prompt-aware pacing.

ˆ De�ne con�guration-bundle conventions (�le organization, placeholders, guardrails) suitable

for lab deployments and future signing.

ˆ Produce a threat-model{driven security plan for the device (tamper, credential handling, roll-

back), mapping mitigations to Pico 2 W hardware primitives for a later migration.
9See Chapter 2, Hardware Design.
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Secondary/Translational Objective. In addition to the technical aims, the thesis documents a

strategic innovation analysis (Chapter 6, Prototype to Product). This includes a visualized Business

Model Canvas, pricing hypotheses, and go-to-market framing. The purpose is to contextualize the

prototype in terms of value creation for managed service providers and to re
ect the program's

entrepreneurship emphasis. While this analysis shaped priorities such as secure boot, credential

handling, and UX polish, it does not alter the primary technical success criteria of the prototype.

Success Criteria. The prototype is considered successful for the thesis if it:

ˆ boots to a functional UI, mounts SD, lists pro�les, and exchanges CLI I/O with a FortiGate over

UART in a lab setting;

ˆ demonstrates an end-to-end con�guration pushor a veri�ed, prompt-paced dispatch pipeline

with logging ready for end-to-end trials;

ˆ reports quantitative reliability or partial timing data when end-to-end push is not yet feasible,

with theŸ120 s target applied in future integration trials.

Scope Delimitations.

ˆ Device/OS:FortiOS 6.x{7.x on models with RJ-45 console ports.

ˆ Con�g lifecycle: Initial push and sanity veri�cation only; continuous con�guration management

is out of scope.

ˆ Deferred features: Multi-vendor support, Wi-Fi/BLE, TCP/IP API mode, and NLP/LLM

intent translation are documented asFuture Work(Chapter 7, Future Work), not deliverables

for submission.

ˆ Exploratory work captured: A Strategic Innovation track (branding, Business Model Canvas,

pricing hypotheses, go-to-market framing; see Chapter 6, Prototype to Product) and limited

LoRa tests (Section 7.4) are included as documented explorations that informed design but are

not core technical objectives of this thesis.

1.4 Methodological Approach

The project followed a pragmatic, iterative process|build, test, re�ne|prioritizing a continuously

working prototype over speculative architecture. Tasks were managed on a physical whiteboard and

grouped into must/should/nice-to-have buckets. The resulting phases, along with their key activities

and current status at submission, are summarized in Table 1.1.
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Phase 1 | Requirements & Scoping. De�ne the \minimum viable deployer," success metrics

(e.g.,Ÿ 120 s time-to-�rst-push), assumptions, and constraints for a �eld-usable tool. Capture initial

risks with a STRIDE pass and explicitly delimit out-of-scope features (multi-vendor, TCP/IP API

mode, NLP) for later exploration.

Phase 2 | Hardware Selection & Assembly. Select and bench-assemble the RP2040-based stack

(Waveshare RP2040-Plus, MAX3232, 2.8" LCD/touch, microSD). Validate RS-232$ UART signal-

ing to the FortiGate console, con�rm stable power and cabling, and bring up display/touch and storage

to ensure a reliable platform for �rmware iteration.

Phase 3 | Firmware Development. Establish a rapid MicroPython loop (REPL + on-device

execution). Implement core subsystems: stable console login with bounded retry logic, scrolling

serial log, main menu touch UI, and SD pro�le discovery; a prompt-paced dispatch pipeline for CLI

blocks remains in progress. Evolve UX from whiteboard 
ows to Figma frames and a linked navigation

diagram; maintain small, testable commits with bench validation on a FortiGate 60E.

Phase 4 | Laboratory Evaluation. Exercise subsystems on hardware to verify serial I/O, UI

responsiveness, SD handling, and console login reliability; collect quantitative success rates and

bu�er traces; observe error cases (prompt mismatches, CR/LF quirks, bu�er limits). Schedule full

end-to-end timing once the dispatch path stabilizes; retain logs/screens for reproducibility.

Phase 5 | Security Hardening. Deepen STRIDE analysis and de�ne mitigations. Where timeline

limits implementation, map controls to Pico 2 W primitives (signed boot, OTP-backed secrets, SHA-

256, TRNG) and specify near-term measures (PIN-derived keys, bundle signing format, log redaction)

as integration points for the next sprint.

Parallel Explorations (Non-core). Two investigations informed design but remain outside the core

submission deliverables: (i) a Strategic Innovation track (branding, Business Model Canvas, pricing

tiers, go-to-market framing) aligned with program outcomes, and (ii) preliminary LoRa tests to

evaluate a future out-of-band control/receipt channel. These are documented to capture the full scope

of inquiry without altering the technical success criteria.
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Table 1.1: Project phases and current status

Phase & Goals Key Activities Status

1. Requirements & Scoping:

De�ne minimum viable deployer; set

Ÿ 120 s metric; enumerate STRIDE

threats

Draft objectives/scope; establish tim-

ing/error criteria; capture assump-

tions/constraints

Complete

2. Hardware Selection & Assembly:

Stable console I/O with peripherals

Select RP2040-Plus; integrate

MAX3232, LCD/touch, microSD;

bench-verify UART

Complete

3. Firmware Development:

Field-usable prototype UI + I/O

Implement console login routine with

retry logic; scrolling log (done); main

menu UI (done); SD pro�le enumera-

tion (done); dispatcher for CLI blocks

(in progress)

Core subsystems

complete (login, log,

menu, SD); dispatch in

progress

4. Laboratory Evaluation:

Validate subsystems; collect reliabil-

ity metrics

Verify serial I/O, UI, SD handling;

validate console login across 20 tri-

als; document bu�er traces and error

cases; schedule end-to-end push tim-

ing once dispatch stabilizes

Console login validated

(20/20); partial

evaluation complete;

full push pending

5. Security Hardening:

Apply STRIDE; de�ne Pico 2 W

integration points

Plan PIN-derived keys, �le-level

encryption, signed bundles, en-

crypted logs; map to Pico 2 W secure

boot/OTP/SHA-256

Planned

| Non-core investigations |

Parallel Explorations:

Business/LoRa inquiries

Strategic Innovation track (branding,

BMC, pricing, GTM); preliminary

LoRa range/control tests for future

OOB channel

Documented; not part

of core deliverables
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Chapter 2: Hardware Design

2.1 Goals and Constraints

FortressFlash is a hand-held, �eld-deployable tool whose primary job is to push vetted baseline

con�gurations to FortiGate appliances over the console port, reliably and repeatably, in the hands of

a level-1 technician. The hardware must be simple enough to operate under time pressure in a wiring

closet, yet robust and extensible enough to support future security features (e.g., signed bundles, OTP,

PIN-gated access, and secure boot). This section states the goals and constraints that shaped the

design; the remainder of the chapter shows how each decision traces back to these requirements.

Design goals.

ˆ Deterministic serial provisioning. Establish a clean UART$ RS-232 path that negotiates a

console session quickly and completes a baseline push without human timing tricks.

ˆ Field usability. Hand-held form factor; daylight-readable 2.8 in touchscreen; single-purpose

UI with clear status and error states; operable from a USB power bank or internal LiPo battery.

ˆ Pro�le portability. Load signed con�guration bundles from microSD; support multiple cus-

tomer/device pro�les without re
ashing �rmware.

ˆ Security readiness.Minimize attack surface (console-only path); enable PIN lock and bundle

signing now; keep an upgrade path for advanced security features (signed boot, OTP, SHA-256,

TRNG) without re-architecting the board.

ˆ Extensibility. Use standard buses (SPI for LCD/touch and SD; UART for console) and modular

drivers so features like audit logging, BLE/Wi-Fi convenience links, or vendor-agnostic serial

templates can be added later.

ˆ Serviceability and manufacturability. Prefer commercial o�-the-shelf (COTS) modules,

straightforward wiring, and a printable enclosure; document cutouts and fasteners so another

engineer can reproduce the unit.
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Key constraints.

ˆ Cost and time. Prototype BOM and build time must remain modest to meet the thesis schedule

and demonstrate repeatability (no custom PCB required).

ˆ Power. Operates from standard 5 V USB sources (FortiGate, wall adapter, or portable/internal

battery pack). Current draw is modest enough to run for many hours from a small power bank.

Detailed electrical characterization is outside the scope of this thesis.

ˆ Performance headroom.MicroPython execution and I/O throughput must keep the UI respon-

sive while sustaining console transfers; performance measurements guide (not dictate) platform

choices.

ˆ Physical I/O.Honor standard DE-91 console wiring with a documented null-modem crossover;

provide mechanical strain relief and basic ESD protection at the connector.

ˆ Reliability. Operate without thermal hotspots or counterfeit-IC fragility; fail safely if storage

is missing/corrupt or if a session is interrupted.

ˆ Scope limits. No Ethernet, TCP/IP, or cloud control in this chapter; those appear in Future

Work and require additional networking and API surfaces.

System overview. At a high level (see block diagram in Figure 2.1), USB-C power and an optional

LiPo battery (6,7) supply the RP2040-Plus MCU module (2). The MCU drives an SPI2 bus to the

Waveshare Pico-ResTouch carrier (1), which integrates the 2.8 in LCD, XPT2046 touch controller,

and the removable microSD socket; the microSD card (5) holds con�guration bundles and pro�le

data. The MCU also exposes a UART that interfaces to a MAX3232 RS-232 transceiver breakout

(3), which provides a DE-9 connection; a male{male null-modem adapter (4) and the standard DE-9

console cable (8) implement the required crossover wiring to the FortiGate console port (9). This

partition keeps the±RS-232 domain electrically isolated from the MCU's 3.3 V logic and makes each

subsystem independently veri�able.

The following sections walk through the numbered subsystems: the MCU (2) in Section 2.2;

display and storage (1,5) in Section 2.3 (Waveshare ResTouch 2.8" | overview) ; power (6,7) in

Section 2.3 (Power and battery); the serial interface and cabling (3,4,8,9) in Section 2.4; and enclosure

and assembly notes in Section 2.5.

1Formally the nine-pin D-sub shell size is DE-9; "DB-9" is a widely used colloquialism inherited from the common
DB-25 connector label.

2SPI (Serial Peripheral Interface) is a synchronous serial bus used for short-distance, high-speed connections between a
master (MCU) and one or more slaves (displays, SD cards, sensors). Typical lines:SCLK, MOSI, MISO, CS.
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